OBIPYHTYBAHHS

TeXHIYHHX TA AKICHHX XaPAKTEPHCTHK MPeAMeTa 3aKyHiBIi, po3Mipy 010/pKeTHOr0 NPU3HAYEHHA, 04iKYBAHOT BAPTOCTI NpeaMeTa 3aKynisJai

(Binnosiano go moctanosu Kabinery Minictpis Ykpainu Big 11.10.2016 Ne 710 «IIpo edexTnBHe BHKOPHCTAHHS JICPiKaBHUX KOLITIBY (3i 3MiHamu)

Haitmenypanus Posmip OuikyBaHa OGrpyHTyBaHHS PO3MIipy GIOMKETHOIO O0rpyHTyBaHHS TEXHIYHAX TA AKICHHX XapaAKTEPHCTHK NPeIMeTa
npeamMery Oro1eTHOTO BapTiCcTB NpU3HAYEHHSH, 09iKyBaHOi BAPTOCTI 3aKyniBii
saxynisii, kog JIK | npusHavenns npeaMeTa npeaMera 3aKynisJi
021:2015 3aKyHiBJi
IMocnyru 3 Poamip 6romkeTHoro npusnadenns, | 1. TexHiuHI BUMOIH JIO IOJOBMKEHHS TEXHIYHOT NIITPUMKH Bijl BHDOOHHKA
IOJIOBIKEHHS 585 200,00 rpu 585 200,00 rpn BU3HAueHHH BiAnOBiAHO A0 moTpeb i obesary | mo Mopmymio Symantec Messaging Gateway:
TEXHIYHOT MIATPHMKHU : 3aKynieBai Ta pHHKOBMX NiH Ha januil Bum | 1.1. Bumorn go CucreMHHX (yHKUiH Ta XapakTepHCTHK [POrpamMHOTO

BiL

BHPOGHHKA
NpOrpamMHOTO
3abesneyeHHs Ans
3aXHCTY
KOPIHOpaTHBHOT
MOIITOBOT
indpacTpykrypu  Bif
cramy,

HIKIUTHBUX ~ TIpOrpam
Ta LIILOBHX  aTak
Symantec
Messaging Gateway
sa  JIK  021:2015
(72260000-5
[Mocnyry, mos’s3ani 3
[pOrpaMHHM
3a0e3neyeHHaM)

TOBapy.

OuikyBaHa BapTiCTh  IpeAMETa
sakynienmi  BignmosimHo o Meroauku
BH3HAYEHHS OUiKyBaHO! BapTOCTi NpeaMera
3aKyniBii, 3aTBePKEHOT HaKa3oM
Cekperapiaty YnoeHoBaxeHoro BepxosHoi
Panu Ykpainu 3 npas jmoanHH 30 nucronana
2020 poky Ne 154.15/20.

3abe3neveHHs:

1.1.1.  Mox/IHBIiCTE BUABIATH BXiHI TOBiZOMIICHHS (JIMCTH) 5K CIIaM, Bipyc Ta
MOXMCTHBICTS 32CTOCOBYBATH JI0 HHX Psi/l liH: BUAANHTH, MOMICTHTH B KapaHTHH,
3MIHHTH 3aroJIOBOK JIHCTA, CIIOBICTHTH KOPHCTYBadiB/aMiHicTpaTopis, TO1I0;
1.1.2.  3axucr Big QIIMHrOBOro BMICTY Ta TEXHOJOTIH, [0 KpamgyTh 0COOHCTI
JlaHi KOpPHCTYBauiB;

1.1.3.  MoxnuBicTh 3aTpHMaHHA Mifo3pinux dainis B kapaHTHHI Ha BKa3aHHH
[POMDKOK 4acy, abo /10 MOsBH OHOBJIEHUX BipYCHUX CHI'HATYD;

1.1.4. BrioxyBaHHs eKCIIOHTIB B NOIITOBHX MOBiIOMIICHHSX;

1.1.5.  AmHani3 nomTOBHX BKJAfEHb Ta apXiBiB 3 MOMKIIHBICTIO 3aCTOCYBAHHsL
BIJUMOBIJIHMX JIiH;

1.1.6. InenTudikanis notexuiiino Hebe3neyHUX CKPHITIB;
1.1.7.  KareropusyBaTH BXiflHy MOITY Ta [0MAaBATH
MOBiIOMIICHHSI, SIK: HOBHHHI, MADKETHHTOBI PO3CHUIIKH, TOIIO;
1.1.8.  ABTOMaTHUHE OHOBJCHHJ aHTUBipycHMX 0a3 3a posknajom abo 3a
3anuToM, 3 caiity BupobHHka abo 3 Bka3aHOro aaMiHICTpaTOpPOM mKepena
OHOBJICHb;

3arojloBoxK 1o

1.1.9.  3actocysauus yopuux\0inux crnuckis IP agpec, foMeHiB, BiZiNpaBHUKIB,
TOMLO;

1.1.10.  Mosxknusicts ienTudikanii MacoBol po3CHIKH;

1.1.11. HaspHicTe  LEHTPali30BAHOIO  CHaM  KapaHTHHY  TOIUTOBUX
MOBiAOMIICHb;

1.1.12. MoxnuBicTe ynpasniHHs napamerpamu  30epiraHHs  nHcTiB B

NOIITOBOMY KapaHTHHi, 06'eMom 36epiranns i nepiogom 36epiranis noeizoMneHs
B NOIITOBOMY KaAPAHTHHI;

1.1.13.  MoxnuBicTb iHAMBiZYaNbHOrO MEPErssgy MOBIIOMICHh B KAPAHTHHI
JUIS KOXHOT KOHTPOJIBOBAHOI TOIITOBOI agpecH pocTyn (KOXEH KOpHCTyBay
MOBHHEH MaTH JIOCTYI JIMIIE [0 CBOIX JIMCTIB, 10 3HAXOAATHCA B KapaHTHHI),
BKJTFOYAIOUH MOIKITHBICTE JOCHIIAHHS [OLITOBHX MOBIJIOMJICHE 3 KAPAHTHHY;
1.1.14.  MoxciuBicTh BUBIILHEHHS JIHCTIB 3 kapaHTHHy Oe3 Bxoxy B intepdeiic
KapaHTHHY;

1.1.15.  MouumBicTh 3aBAaHHs IHAMBILYaILHUX s KOXHOTO KOpHCTYBaua
qopHHX Ta OUIMX CIHCKIB BiANpPaBHUKIB;

1.1.16.  Tligrpumka texHonoriit Email asrenrudikanii — Domain Key Identified
Management (DKIM), Sender Policy Framework (SPF);

1.1.17. Pobora 3 BeNHMKOIO KillbKiCTIO BHYTpillIHiX JlomeHiB, He menie 100




JIOMEHIB;
1.1.18. Mackysauus BHyTpimHix agpec (address masquerading).

1.2. Bumorn o (QyHKUIOHaNBHUX MOXIHBOCTEH AHTH-CIIaM 3aXHCTY
MpOrpaMHOro 3a0e3neueHHs:
1.2.1 Hasgnicte GaraTopisHesoro cnamy-hinsTpy;

1.2.2 Mo»HBiCTE BHKOPUCTAHHS JOJATKOBHX [DKEpeIl aHTHCIIaM;
123 Mosnugicte 06puBy Ta Bigxunenus SMTP - cecii (SMTP defer / SMTP
reject) mpy BHABJIEHHI cnaMy;

1.2.4 OHOBJICHHSA AHTHCIIAM OITHCIB Ta CIMCKIB penyTauil He pinwe | pas B 30
XBHJIHH;

1.2.5 3acrocyBaHHs pi3HMX JIiii B pa3si BHABIEHHS CMaM-pPO3CHIIKH
(6noxyBaHHs, BiACTPOUCHHS, [I0/IABAHH 3ar0JI0BKA, TOLLO);

1.2.6 [nuboka increxuis 3aronoeky nosinomnenns (email header).

1.3. Bumord 110 GyHKILIOHATIBHUX MONCTHBOCTEH 3aXHCTY 1O penyTarii:
1.3.1. Amnanis penyrauii Ta BMicTy;

1.3.2.  BukopucranHs rnobanpHol — penyTanii  Bija  BHpoOHMKA  Juis
nerexTyBanHs cnamy (pemytauis IP agpec, DNS anpec);

1.3.3. Hakonu4enns nokansHoi pemyTanil BigmpaBHHKIB i nopanmsuioro fif
BHKOPHCTAHHS JUI5 JETEKTYBAHHS CIiamy;

1.3.4.  ObBmexeHHs TNPOMYCKHOT CIPOMMKHOCTI HA MepexxeBoMy piBHI Bim
cepBepiB 3 MOTaHOI0 PenyTallielo;

1.3.5. MOXIHBICTE ABTOMAaTHYHOrO IMIPOIYCKY AHTHCIIAMY-TIEPEBIPOK IS

CEpPEEpIB 3 «XOPOLIOIO» PEITYTAIIEI0;

1.3.6.  3axucr Big nigpobnennx anpecis (joe job attack, backscatter attack);
1.3.7.  YTpuMaHHS Nifo3piliMX JHMCTIB JI0 YXBAaJICHHA DILIEHHA 31 CTOPOHH
aaMinicTpaTopa cucteMH (odinepa Gesnexn);

1.3.8.  TIligrpumka iHrerpaunii 3 poswupeHoto cucremoro DLP 3a nonomororo
MTA (Mail Transfer Agent) TpaHCIIOPTHOI'O areHTy;
1.3.9. BusHadeHHs JIEKIILKOX BEPAMKTIB A  OJHOCO [OBiJOMIICHHS

OAHOYACHO (HAIPHKIIAZ, BHJAIGHHA BKIAJGHHSA, J0/IaBaHHs 3arolioBka Ta
BijinpaBka B apxis).

1.4. Bumors o GpyHkiioHANLHHX MOXIHBOCTEH AHTH-Bipyc/anTi-Malware
3aXHCTY NPOrpaMHOro 3a0e3NeyeHH:

1.4.1. CurHaTypHuit aHTHBIpYCHHI aHai3;

1.4.2,  3axuer Bij BipyciB Ta BipycHux atax (micis 3700yTTs BH3HAueHOI

KibKOCTI BipyciB 3a BkasaHMi NPOMIKOK Yacy MOBIIOMIGHHSI NEPECTaHyTh
npuiiMaTHes Bifl 1IbOTO BiNPaBHAKA MPOTATOM BKa3aHOTO MPOMIXKKY 4acy);

1.4.3. 3acTocyBaHus pisHUX JiH (BHAANCHHS, BIICTPOYEHHS BiANPABKHA, TOIIO)
3 HebesneunHM BMicToM.

15: Bumoru 10 (hyHKIIOHATEHIX MOJKITUBOCTeH 3aXHUCTy Ha OCHOBI aHalizy
smicty (Content filtering):

1.5.1.  TligTpuMKa pery/spHUX BUPa3iB JUIs aHAJI3Y KOHTEHTY;

L5.2: [TigrpuMKa aHanisy BMICTy 3a KIHOUOBHMH CIIOBAMH, 3aBAAHHA MOPOTY
KiIBKOCTI BXOZPKEHE KJIHOUOBOIO CJI0BA;

1.5.3. Bupnanenns akTusHOTO BMicTy (Makpocis, Java, Flash) 3 (aiinis tamy
Microsoft Office (doc, docx, xls, x1sx) Ta PDF ¢aiinis;

1.5.4. Busipnennst ta 0yiokyBaHHs 3ammdpoBaHux (aidnis, 10 SAKHX He MOXNe
GyT1 nifiGpano mapons;

1.5.5. BusHaueHHs MAKCUMAILHOT KibKOCTI BKIIAJAEHE Y NOBIIOMIEH];

1.5.6. Busuauenust Tunis Qaiinis Tta poswupenus (aiinis, sxi morpibHo
cKaHyBaTH Ta GNIOKyBaTH.
1.6. Bumoru 10 (yHKUIOHAILHUX MOKIMBOCTEH 3axHCTy Bifl NPOCYHYTHX




3arpos, Bijl HALlIIEHHX aTaK:

1.6.1.  MoxnuBicTh 3aXHIIATH BXiJiHI MOBiOMIEHHS (JHCTH) BiJ HALIEHUX
aTaK 3aBIKH BHAANEHHIO 3aP03 «HYJIBOBOTO AHs» 3 BKnajaens PDF i nokymenTin
MS Office 3a monomoroio BOy10BaHOT TEXHONOTIT.

1.7. Bumorn a0 (pyHKUIOHATEHHX MOXIHUBOCTeH Ynpasninus, peectpaitii
(Logging) Ta 3siTnocTi (Reporting):

1.7.1 HassHicTs €AuHOT KOHcONi yNpaBiHHS BciMa
MOJY JIIMH\KOMIIOHEHTAMM CHCTEMH;

1.%.2 HafBHicTs ponesoro JOCTyIy )i aAMiHICTPYBAHHA Ta aHallisy;

1.7.3 [Migrpumka  inrerpanii 3 LDAP, MS AD jns  MOXJIHBOCTI
aptenTHikanii Ta nepesipku HassBHOCTI KOPHCTYBauiB
(simnpasuukiB\oTpuMyBadiB);

1.7.4 IKoncons ynpasnides MOBHHHA 3a0e3nedyBaT JOCTYN A0 iHpopmanil

TpO NapamMeTpH CTaHy 3acobiB 3aXUCTY, NEPeria/ Ky pPHANIB MOAiH, y ToMy uuci
i mpo nii agmimicrpatopiB cucremn. JKypsan Oeanexu nosuHeH 30epiraTu
inpopmanio 3amanuii  TepMiH, OyTH HEAOCTYNHMM JJld  peJaryBaHHs
asmMiHicTpaTopoM J1o/1aTka, 3abesnedyBaTi JeTalbHICTh @K JIO KOHKPETHHX JiiH
rnobansHOro ajMiHicTparopa cHCTeMH, Tak i poneil/rpy;

L:7.5 HasiericTe BOy10BaHKX 3ac00iB pe3epBHOrO KOMilOBAHHA/BIAHOBICHHS
cHCTEMH (3 MOSKJIHBICTIO CTBOpPEHHS noBHOT abo 4acTKOBOT Komil naHux);
1.7.6 [ligrpumka poboty, sSK Ha QizHYHOMY NPHCTPOL, Tak i y BipTyanbHOMY

cepenosumi VMware Ta Hyper-V;

1.7.7 Peecrpallist CHCTEMHHX MOAi NOB's13aHUX 3 POOOTOIO CHCTEMH,

1.7.8 Peectpauin nojid, nos's3aHWX 3 BHABICHHA Bipycis, pesylbraTaMu
(ineTpauii cnamy, pobotu nporokosnis POP3, SMTP, ixumx ;

1.7.9 [MiaTpHUMKa MOMCTHBOCT] (JOPMYBaHHS 3BiTiB Ha OCHOBI 310paHHX JIAHHX;
1.7.10  Tligrpumka MoxJiBocTi popMyBaHHs 3BITIB Ha OCHOBI 3i06paHuX JaHHX;
1.7.11  IlinTpuMKa CTBOPEHH: BIACHHX IabIOHIB 3BiTiR;

1.7.12  TligrpuMKa BH3HAYEHHS aBTOMATHYHHX i Ha BHHHKHEHHA BHOIpKOBHX
o Oe3rneKH;

1.7.13  ABTOMaTHYHE CTBOPEHHS 3BITiB 3a Mepiojy i IX aBTOMaTH4YHA PO3CHIIKA
3a po3KiIafoM aaMidicTpaTopam abo iHIIMM KOPHCTYBa4aMm;

1.7.14  MoxnusicTs ekcnoprysaHhs 3sitis B PDF, CSV, HTML;

1.7.15  Jletanbie npoTokosroBaHHs mozii ditsTpauii nowrH 3 MOXIHBICTIO
MOIIYKY 110 3KYPHAIY 1Mo pisHHX napamMerpax (BianpasBHUK, ofepxysady, IP ajnpeca
BiZNpaBHMKa, 1110/10);

1.7.16  TligTpumka nepepadi xypuansHol indopmauii na sigganenuit Syslog-
cepaep;

1.7.17 Cucrema Ma€ HaJaBaTH AETaNbHHH 3BIT 10J10 NOLITOROI CTAaTHCTHKH,
BHSIBJIEHHX 3arpo3, NOTOUHHX ceciif, top-KopHeTyBayiB.

Jupextop JlemapraMenTy rocrnoaapehkoro 3adesneueHHs

Cepriii [1YT'AY

JlaTa OroJIoIeHHs PO MPOBE/IEHHS KOHKYPEHTHOT poneaypH 3aKymisens: 21 xopTHs 2026

Homep orojionieHHs mpo NpoBeAeH s KOHKYPEHTHOT mponeaypy 3akynisens: UA-2026-10-21-012355-a




